
With an influx of Illinois residents filing for unemployment benefits due to COVID-19, law 
enforcement agencies throughout the state of Illinois, including the Lincolnshire Police 
Department, have seen an increase in unemployment insurance fraud. The Office of the 
Inspector General for the Unites States Department of Labor issued a fraud alert pertaining 
to unemployment insurance.  

There are many ways to defraud unemployment insurance. In some cases, fraudsters offer 
to assist citizens with filing and expediting claims, and collect personal identifying 
information (PII) from the victim. The fraudster could ask for payment for the assistance, 
thereby obtaining financial information of the victim. Remember, filing for unemployment 
benefits does not require payment. If assistance is needed, ask a trusted individual. In other 
cases, fraudsters obtain PII through data breaches and/or the dark web, and file the claim 
using that information. 

The following are recommendations for citizens who find themselves victim to 
unemployment insurance claims: 

1. File a police report. Local agencies have resources needed to investigate these cases. 
One fraudster may have victimized multiple citizens across the state or the country. 

2. Consider identity theft protection. Services such as TransUnion, Experian, and 
Equifax can monitor your PII. These services may not alert on government fraud 
such as unemployment insurance, but they should discover any hard credit inquiries. 

3. File an identity theft affidavit with the Federal Trade Commission (WWW.FTC.GOV) 
4. Establish a PIN with the IRS. Establishing a PIN with the IRS means no one else will 

be able to file a tax return in your name without providing the PIN. 

If you receive a debit card in the mail, do NOT activate the card and do NOT contact the 
issuing bank. Document all of the information related to the card to provide to the police 
department. Contact Illinois Department of Employment Security (IDES) to report the 
fraudulent claim. Make sure you monitor your credit report for any other suspicious activity. 
As long as a fraud claim is reported to IDES, the unemployment payments should stop, and 
you should not be held responsible for the claim. 

It may be helpful to keep a file of everything you received as a result of the fraudulent 
claim. We recommend you document the dates you received notifications or cards, as well 
as names of companies and representatives you spoke with (i.e. IDES representative). 
When a police report is filed, provide all of the documents and notes to the police officer to 
assist them with the investigation. If any further cards or letters are received related to the 
fraud, contact the police officer to add the information to your case. 

For further information, go to www.illinois.gov/ides and www.ftc.gov. 
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